Nudopmanmonnas mnamMaTka I O0y4YalOIIUXCH IS

pasMelneHus1 Ha 0PUIUATIBLHBIX HHTEPHET-Pecypcax

C KaxIbIM TOJOM MOJIOACKH B MHTEPHETE CTAHOBUTCS OOJIbINE, a IIKOJIbHUKH
OIHA M3 CaMbIX AaKTUBHBIX IOJIb30Barenerd PyHera. Mexay Tem, NOMHUMO
OTPOMHOTO KOJIMYECTBA BO3MOXHOCTEH, HMHTEPHET HeEceT W IMpoliieMbl. ITa
MmaMsATKa JOJKHA MOMOYb TeOe 0€30I1acHO HaXOIUThLCS B CETH.

KoMIblOTEepHBLIE BUPVCHI

KomnbroTepHblii BUPYC - 3TO Pa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOrpaMM,
OTJIMYUTEIIBHOW OCOOCHHOCThIO KOTOPOH SIBIISIETCSI CIIOCOOHOCTh K Pa3MHOXKEHUIO.
B nonosiHeHue K 3TOMY, BUPYChI MOTYT MOBPEIUThH WU MOJHOCTHIO YHUUYTOXHUTh
Bce (ailibl M JaHHBIC, TOJAKOHTPOJBHBIE TOJIB30BATEN0, OT MMEHHU KOTOPOTO
OblTazamyiieHa 3apakeHHas IMporpaMma, a TakkKe TMOBPEIUTh WK Jaxe
YHUYTOXXKUTH OMNEPAIMOHHYI0 CHUCTeMYy cO BceMu daiimaMmu B 1eaoM. B
OOJIBIIMHCTBE CIIy4aeB PACIPOCTPAHSIIOTCS BUPYCHI Yepe3 HHTEPHET.

MeToabl 3alIUTHI OT BPEIOHOCHBIX MPOrpaMM:

l. Hcnone3yli COBpPEMEHHBIE OIEPAllMOHHBIE CUCTEMBI, HMEIOLINE CEPhE3HBIN
YPOBEHB 3aIIUTHI OT BPEAOHOCHBIX IIPOrPaMM;

2. TlocrosHHO ycTaHaBiauBa# mauTtd (UU(pPOBBIE  3amiaTKH, KOTOpHIE
ABTOMATHUYECKH YCTAHABIMUBAIOTCS C LEJIbI0 JOPAOOTKM TPOrpaMMbl) U ApPyTHE
OOHOBJICHHSI CBOEH omepanMoHHOW cucTteMmbl. CkauumBaii WX TOJBKO C
opurnmanpHoro  caiita  paszpaborumka OC. Ecmm cymectByer — pexum
aBTOMATHUYECKOTO OOHOBJICHHUS, BKIIOUH €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpE TIOJ TpaBaMH TIOJIb30BATENsd, a He
aIMUHUCTPATOpa. ITO HE TMO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrPaMM
MHCTAJUIMPOBATHCSI HA TBOEM MIEPCOHAIIBHOM KOMITBIOTEPE;

4. Hcnonp3yil  aHTUBUPYCHBIE  INPOrPpaMMHBIE  TPOAYKTBI  W3BECTHBIX
MIPOU3BOJIUTENEH, C aBTOMAaTHUYECKUM OOHOBJIICHUEM 0a3;

5. Orpannub pusznueckuil JOCTYN K KOMIBIOTEPY AJIsl HOCTOPOHHUX JIUII;



6. Ucnonb3yil BHEIIHME HOCUTEIW MH(POpMAIMH, Takue Kak (Jemika, AUCK WIH
(paiin U3 UHTEPHETA, TOJBKO U3 MPOBEPEHHBIX UCTOUYHUKOB;

7. He oTkpbiBali KOMIBIOTEpHbIE (aiibl, MOJYYEHHbIE M3 HEHAJEKHbBIX
UCTOYHUKOB. Jlaxke Te Qailnbl, KOTOpbIE MpUCa TBOW 3HAKOMBIN. Jlydllle yrouHu
y HEro, OTIPAaBIIsUI I OH Te0E MX.

Cern WI-FI

Wi-Fi - 210 He BHMJ mepeaayd JaHHBIX, HE TEXHOJIOTHS, a BCETO JIMIIb OPEHII,
mapka. Eme B 1991 romy HumepiaHjackas KOMIIAHMS 3apervucTpUpoBalia OpeH[
"WECA", uyto o6o3Hauano cioBocodyetanue "Wireless Fidelity", kotopbiii
nepeBOUTCS Kak "OecnpoBoHast TOYHOCTH". J[o Hallero BpeMeHu Jolia apyras
ab0peBuaTypa, KOTOpas SIBISETCS TaKOW K€ TeXHoJorueil. DTo abOpeBuatypa
"Wi-Fi". Takoe Ha3BaHHe ObLIO JaHO C HAMCKOM Ha CTaHAAPT BBICIIEH 3BYKOBOI
texuuku Hi-Fi, 4To B mepeBojie o3HayaeT "BbicOKass TOUHOCTH". Jla, OecruiaTHbIN
UHTEPHET-IOCTYIT B Kade, OTeNIX U a’ponoprax SBISETCS OTIUYHOMU
BO3MOXHOCTBIO BBIXOJIa B HMHTEepHET. HO MHOrMe »SKCHepThl CYUTAIOT, YTO
obmenoctynasie Wi-Fi ceTu He ABISIIOTCS] O€3011aCHBIMH.

CogeTbl 110 6€30MACHOCTH PAa0OTHI B 001IeI0CTYMHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro JuuHyI0 HHpOpMaluio depe3 obmenocrynuasie Wi-Fi ceru.
PaGoTast B HHX, KelaTeabHO HE BBOJUTH IMAPOJM JIOCTYIA, JIOTUHBI U KaKUE-TO
HOMeEpa;

2. Vcnionb3yit 1 0OHOBISI aHTUBUPYCHBIE MPOTPAMMBI U OpaHaMayep. TeM cambiM
ThI 00€30TMacuIIIb ce0s OT 3aKa4KH BUPYCa Ha TBOE YCTPOMCTRBO;

3. llpu ucnonszoBannu Wi-Fi oTkmoun ¢yskmuto "OOmmii 1ocTyn K ¢ainam u
npuHTepaM". JlaHHas (GYHKIUA 3aKphiTa MO YMOJYAHHUIO, OJHAKO HEKOTOpHIC
MOJIB30BATENI AKTUBUPYIOT €€ I yA00CTBa UCTIONB30BaHMs B paboTe WK yueoe;
4. He ucnonw3yit nyonnunsidi WI-FI nns mepegauu TUYHBIX JAHHBIX, HalpuMep
JUTS1 BBIXOJIA B COLMAJIBHBIE CETU WIIM B 3JIEKTPOHHYIO MOUTY;

5. Ucnone3yi Tonbko 3amuiieHHoe coeaunenue dyepe3 HTTPS, a ue HTTP, T.e.

npu Habope BeO-aapeca BBoAU uMeHHO "https://";



6. B wmoOwnpHOM Tenedone otkmoun QyHkiuio "Togkmrouenue k  Wi-Fi
apromatnuecku'. He pgomyckail aBTOMaTHMYE€CKOrO MOAKIIOYEHHS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cornacus.

ConuajbHble CeTH

CouuanbHble CETH aKTUBHO BXOJST B HAIlly *KU3Hb, MHOTHE JIIOAW pabOTalOT U
KUBYT TaM TOCTOsIHHO, a B Facebook yxe 3apeructpupoBan Musimapa 4esioBeK,
YTO SIBJISIETCA OJTHOM CEIbMOM BCEX KUTEJIEU IIaHeThl. MHOrME MOJIb30BATENN HE
NOHUMAIOT, YTO MHGOpMAaIUs, pPa3MEIICeHHass UMH B COIMAIBHBIX CETSIX, MOXKET
OBITH HaliZicHa W HCTOJb30BaHA KEM YTOJIHO, B TOM YHCIEe HE 00s3aTEIbHO C
0JlaruMu HaMEpEHUSIMHU.

OcHOBHBIE COBETHI 10 0€30MACHOCTH B COUMAJIBHBIX CETHAX:

1. Orpanuyb crnucok Apy3ei. Y TeOs B APY3bsX HE JOJDKHO OBITH CIIy4allHBIX U
HE3HAKOMBIX JIFOJICH;

2. 3amumai CBOIO 4YacTHYIO ku3Hb. He ykaswpiBail mapoisiu, tenedoHbl, aapeca,
JaTy TBOETO POXKICHUS W JPYTyI0 JIMYHYI0 WHGOPMAIHIO. 3J0YMBIIIIEHHUKH
MOTYT HCIOJIb30BaTh AakKe HH(POPMAIMIO O TOM, KakK Thl U TBOM POJIUTEIH
IUTAHUPYETE MPOBECTU KAHUKYJIBI;

3. 3ammimail cBOIO pemyTaluio - JepKU €€ B YHCTOTE W 3ajlaBail cebe BOIpOC:
X0Tela OBl ThI, YTOOBI APYTHE TMOJI30BATENM BHUJIECIH, YTO Thl 3arpyXaeiib?
[Tonymaii, mpesx/ie 4emM 4To-TO ONMyOJIMKOBaTh, HAIMCATH U 3arPy3UTh;

4. Ecnu Tbl rOBOpHIIL C JIOJbMH, KOTOPBIX HE 3HAEllb, HE HCIOJIb3YH CBOE
peasbHOE MM U JPYTYIO JUYHYI0 MH(GOPMAIUU: UMS, MECTO JKUTEIIbCTBA, MECTO
y4eObl 1 poyee;

5. Usberaii pasmemenus ¢ororpaduii B MHTEepHETEe, TIe ThI W300pa’keH Ha
MECTHOCTH, [0 KOTOPOX MOKHO OIPEIEIINTh TBOE MECTOIOJIOKEHHUE;

6. Ilpu perucrpanmy B CONMHAIBHOW CETH HEOOXOJIMMO HCITOIB30BATh CIOKHBIC
MapOJIU, COCTOSIIINE U3 OYKB U ITU(P U C KOJIMYECTBOM 3HAKOB HE MEHeEe &;

7. st conuaibHOM CeTH, MOYTHI U JPYTHX CANTOB HEOOXOIWMO HCIOJIb30BATh
pazHble mnaposu. Torma ecinu TeOs B3JIOMAIOT, TO 3JOYMBIIIJICHHUKU MOJIy4aT

JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.



DJIEKTPOHHDBIE TeHbI'H

ONEeKTpOHHbIE JEHbIM - OTO OYEHb YAOOHBIA Croco0 TIaTex e, OJIHAKO
CYIIECTBYIOT MOIIEHHUKH, KOTOPbIE XOTAT MOJYYUTh 3TH JICHBIU. DJICKTPOHHBIC
JIEHbI'M TIOSIBUJIMCh COBCEM HEIaBHO M HMEHHO U3-3a ATOTO0 BO MHOTHX
rocy/IapcTBax /10 CUX MOp HE MPOIMHCAaHO MpO HUX B 3akoHax.B Poccum xe oHun
GYHKIIMOHUPYIOT U O HHUX YK€ MPOMUCAHO B 3aKOHE, IJe MX pPa3JeisioT Ha
HECKOJIbKO BUJIOB - aHOHUMHBIE U HE aHOHUMHBIC. Pa3HuIIa B TOM, YTO aHOHUMHBIE
- 9TO T€, B KOTOPBIX pa3pellaeTcs MPOBOJAUTH omnepanuu 0e3 UACHTHPUKALUU
MOJIb30BaTeNsl, a B HEAHOHUMHBIX WACHTU(UKAIIUS TIOJIh30BATENS SBIISICTCS
oOs3aTenbHOM. Takxke cieayer pa3nuyarh MEKTPOHHbIE (PUaTHbIC AEHBIU (PaBHBI
TrOCYJapCTBCHHBIM BajJlOTaM) W DJEKTPOHHbIE He(UaTHbIE JEHBIU (HE pPaBHBI
rOCy/IapCTBEHHBIM BaJIIOTaM).

OcHoBHBIE cOBETHI 0 0e30NACHOI padoTe € 3JIEKTPOHHBIMHU IeHbIAMMU:

1. IIpuBsiku K cdyeTy MOOWIBHBIN TenepoH. DTo camblii yIOOHBIH M OBICTPHIM
Croco0 BOCCTaHOBHUTH AOCTYN K cuery. lIpuBsizaHHbIN TenedOH MOMONKET, €CIH
3a0y/enib CBOM IJIATEXKHBIA Maposib WM 3aiiielllb Ha CalT C HE3HaKOMOro
YCTPOWCTBA;

2. Hcnonw3yit opHopa3zoBble mnaposu. Ilocie mnepexoga Ha  YCHICHHYIO
aBTopu3aiuio Tebe yke He OyneT yrpoXaTh OMACHOCTh KPaKW WIM TepexBaTta
IJ1aTEKHOTO MapoJIs;

3. Beibepu crnoxubIi maponb. [IpecTynmHukam OyaeT HE MPOCTO YraiaTh CIOKHBIN
napoiib. HajiesxHple maposii - 3T0 mapoJid, KOTOPbIE COAEPKAT HE MEHee 8 3HAKOB
U BKJIIOYAIOT B ce0S CTPOYHBIE W TPOMHUCHBIC OYKBBI, IUMPHI MU HECKOIBKO
CUMBOJIOB, TaKME€ KaK 3HaK joJuiapa, (yHTa, BOCKIWIATEIbHBIM 3HAK M T.I.
Hampuwmep, $tROng!;;

4. He BBOAM CBOM JIMYHBIE JAHHBICE HA CaWTaX, KOTOPHIM HE JOBEpSECUIb.

DJICKTPOHHAS MOYTA

3H€KTpOHHa}I moyra - 3TO TCXHOJOTHWA KW HIPCAOCTABIIACMBIC CIO YCIYIHM IIO
IMEPCChUIKC M IMOJYYCHHUIO 3JICKTPOHHBIX COO6I].I€HPII>1, KOTOPEIC pacCnpcacIar0oTCs B

KOMIIbIOTepHOU ceTH. OOBIYHO JJIEKTPOHHBIM TMOYTOBBIM SMIUK BBITJISIAT



cleyronmM o0pa3oM: UMs_TOJIb30BaTeNsI(@uUMsl_ToMeHa. Taxxke KpoMme nepegadu
MPOCTOT0 TEKCTA, UMEETCA BO3MOKHOCTh IIepeiaBaTh (ailiibl.

OcHoOBHBIE COBETHI 110 0e30nacHoi padoTe ¢ IJIeKTPOHHOM MOYTOIi:

1. Hago BeIOpaTh MpaBUIIbHBIN MOYTOBBIM cepBHC. B MHTEpHETE €CTh OrpOMHBIM
BBIOOp OECIUIaTHBIX MOYTOBBIX CEPBHCOB, OJIHAKO JIy4Yllle JIOBEPSATh TEM, KOTO
3HACIUb U KTO IIEPBbIM B PEUTHUHTE;

2. He yxkaspiBaii B JW4YHOW mouTe JHUUHYH HHpopmaruio. Hampumep, mydrie
BbIOpaTh "My3blKanbHbIA _(aHaT@" win "pok2013" BmecTo "temal3";

3. Mcnonp3yil IBYX3TalHYIO aBTOPU3AIMIO. DTO KOrJa MOMUMO MAapOisl HYKHO
BBOJUTH KOJI, MPUCHUIAEMBIN 110 SMS;

4. BeiObepu CIOXKHBIN Mapoiib. J{Jisi KaXKI0ro MOYTOBOTO SIIIHMKA JOJIKEH ObITH CBOM
HAJIC)KHbINM, YCTOWYMBBIN K B3JIOMY [apOJib;

5. Ecnu ecTb BO3MOYKHOCTh HamucaThb CaMOMY CBOM JIMYHBIN BOINPOC, MCIOJIb3YH
3Ty BO3MOHOCTb;

6. Mcnonb3yil HECKOJIBKO MOYTOBBIX AIMIMKOB. [IepBbIN 1711 4aCTHON MEPENUCKH C
agpecaTaMy, KOTOPBIM Tbl JIOBEpSACIIb. JTO DJIEKTPOHHBIA aJpec HE Halo
UCIIOJIb30BaTh MPHU PETUCTpaIMy Ha (OpyMax U canTax;

7. He oTkpeiBaii (hailyibl M IpyTrHe BIOKECHHUS B MUChMaX, JaXKe €CJIM OHU MPHUIILIH
OT TBOMX Jipy3ei. Jlydlie yTouHH y HUX, OTIIPABIISUIM JIX OHU TeOe ATH (aiiiIbl;

8. Ilocne okoH4yaHus pabOTHl HA TTOYTOBOM CEpPBHCE IMEpe]] 3aKPHITUEM BKJIAIKHU C
caiiToMm He 3a0y/ib HaXXaTh Ha "BeIdATH".

KuoepOovaauHr ujiu BUPTYAJbHOE H31eBaTeJILCTBO

KubepOymumuHr - mpeciieoBaHUE COOOIICHUSMH, COAEPKAIIMMH OCKOPOJICHUS,
arpeccuto, 3aMyruBaHue; XyJIUTraHCTBO; COIMAIbHOE OOMKOTUPOBAHKE C TTOMOIIBIO
Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBeTHI 110 00pble ¢ KNOEpPOYJIJIMHIOM:

1. He 6pocaiicst B 60#i. Jlyumuii crmoco0: MOCOBETOBATHCS KaK Cce0s BECTH U, €CIIU
HET TOTO, K KOMY MOKHO O0OpaTUThCS, TO BHaUajle YCIOKOUTHCA. Eciu Thl HAUHE b
OTBEYaTh OCKOPOJIEHUSIMH HAa OCKOPOJIEHHUS, TO TOJBKO €Ile OOJIbIIE PAa30XKelllb

KOH(JIMKT;



2. Ynopaisii cBoel KubeppemyTaimei;

3. AHOHMMHOCTbH B ceTd MHUMas. CyIeCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32
AHOHUMHBIM aKKayHTOM;

4. He crouT BecTH XyJIMraHCKMH 00pa3 BHUpPTyaldbHOW >Ku3HU. VHTEpHET
(¢ukcupyer Bce TBOM JEHCTBUS U COXpAHSET UX. YJAIUTh UX OyIeT KpaiiHe
3aTPYAHUTEIBHO;

5. Cobnroaail CBOIO BUPTYaIbHYIO YECTh CMOJIOJY;

6. Urnopupyit eauHuuHbd HeraTuB. OJIHOPA30BbIe OCKOPOUTENIbHbIE COOOIIEHUS
Jyduie UrHopupoBath. OOBIUHO arpeccus MpekpamniaeTces Ha Ha4albHOM CTaluu;

7. ban arpeccopa. B mporpamMmmax oOMEHa MTIHOBEHHBIMH COOOIICHUSIMH, B
COLIMAJIBHBIX CETSAX €CTh BO3MOKHOCTH OJOKHUPOBKH OTHPABKU COOOIIEHUH C
ONPEIENICHHBIX a/IPECOB;

8. Eciu Th1 cBuperens kubOepOyyvHra. TBou ACHCTBUS: BBICTYNMUTH MPOTHUB
[IPECIIEIOBATENs, II0Ka3aTb €My, 4TO €ro JACHCTBUs OLICHUBAIOTCA HETATUBHO,
nojepXxaTh JKEPTBY, KOTOpPOH HY)KHA IICHXOJOTMYeCcKas IOMOIlb, COOOLIUTH
B3pOCIIBIM O (PaKTe arpecCUBHOIO MOBEJICHUS B CETH.

MoouibHbli Tesedon CoBpeMeHHbIE cMapT(OHBI U MIIAHIIETHI COJlepKaT B cede

BIIOJTHE B3pPOCIHbIH (YHKIIMOHAT, M TENeph OHHM MOTYT KOHKYPHPOBAaTh CO
CTallMOHAPHBIMU KOMIIbIOTepaMu. OpHAKO, CPEICTB 3aIlUThl IS TOJO0OHBIX
YCTPOMCTB MOKAa OYEHb MaJIO. TEeCTUpOBaHME M TOUCK YA3BUMOCTEH B HHUX
MPOMCXOAUT HE TakK MHTeHCUMBHO, kKak mia IIK, To xe camoe kacaercs u
MOOWIBHBIX  TpuiokeHui. CoBpeMEHHBIE  MOOWIBHBIE  Opay3epel  yKe
MPAKTUYECKU JTIOTHAJIM HACTOJBHBIC aHAJIOTH, OJIHAKO paciiupeHue (yHKIHOHATA
BJICYET 32 COOON OOJBIIYI0 CIOKHOCTh U MEHBINYIO 3alIUIICHHOCTh. Jlameko He
BCE TMPOU3BOAUTEIN BBIYCKAIOT OOHOBJICHHS, 3aKpBIBAIOIINE KPUTUUYECKHUE
YSA3BUMOCTH JIJIsI CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI /151 0€30MaCHOCTH MOOMJIBHOIO TeJsiedoHa:

1. Huuero He sBIsSeTCA MO-HACTOSAIMIEMY OecruiaTHBIM. Byab OCTOpoOXeH, Bedb
Korja tebe mpeuiararoT OecIulaTHbIA KOHTEHT, B HEM MOTYT OBbITh CKPBITHI KaKue-

TO IJIATHBIE YCIIYTH;



2. dymaii, npexxae yeM otnpaBuTbh SMS, ¢hoTto wim Buaeo. Tsl TOYHO 3HaEUIb, Te
OHH OyZIyT B KOHEYHOM HUTOTE?

3. Heo6xonuMo 0OHOBIISATH ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;

4. Vicionb3yil aHTUBUPYCHBIE TPOrPAMMBI JJIs1 MOOUJIBHBIX TEJIE(POHOB;

5. He 3arpyxkail NpWIOXKEHHS OT HEU3BECTHOIO HCTOYHHUKA, BEAb OHHU MOTYT
coJiepKaTh BPEIOHOCHOE MTPOTrpaMMHOE 00ECIICUEHHE;

6. Ilociae Toro kak Thl Bbliiiellb C caiiTa, rae BBOAWJ JUYHYIO HMH(OpMaIuIO,
3aiiin B HACTPOMKU Opay3epa u ynaiu cookies;

7. Ilepnoanyecku NpoBepsi, KakWe IJIATHBIE YCIYTM AKTUBUPOBAHbI HAa TBOEM
HOMEDE;

8. JlaBait cBOMi HOMEpP MOOWIBHOTO TejedOHa TOIBKO JIFO/ISIM, KOTOPBIX Thl 3HACIIb
U KOMY JOBEpPSIEUIb;

9. Bluetooth nomken ObITh BBIKIIIOUEH, KOT/Ia Thl UM He MoJib3yelibesa. He 3a0biBait
WHOT1a IPOBEPSATH 3TO.

Online urpoi

CoBpeMeHHBIE OHJANH-UTPBl - ATO KPACOYHBIE, 3aXBAThIBAIOIIME pPa3BICUCHUS,
OOBEUHSIONIME COTHH THICAY YENOBEK MO BceMy Mupy. Wrpoku wucciemyror
JTAHHBIA UM MUp, OOIIAIOTCS APYT C APYTOM, BBIMOIHSIOT 3aaHUSI, CPAKAIOTCS C
MOHCTpPaMHU U TOJY4YarOT OMNBIT. 3a YAOBOJIbCTBUE OHU IUIATAT: MOKYHAlOT JIHCK,
OIIAYMBAIOT a0OHEMEHT WM MPUOOpEeTaroT Kakue-To omiuu. Bce 3t cpencrtsa
UAYyT HAa TOJJCpKaHWE M Pa3BUTHE UIPHI, a TaKKe Ha caMmy O€30IMaCHOCTb:
COBEPIICHCTBYIOTCSI CUCTEMBI aBTOPU3ALIUM, BBITYCKAIOTCA HOBBIE MAaT4H
(mudpoBbie 3amIaTKu I TPOrpaMM), 3aKPBIBAIOTCA YS3BUMOCTH cepBepoB. B
MOTI00HBIX UTPAX CTOUT OMACATHCS HE CTOJIBKO CBOUX COMEPHUKOB, CKOIBKO KPakH
TBOEr0 MapoJisi, HA KOTOPOM OCHOBaHa CUCTEMa aBTOPHU3alMK OOJIBIIMHCTBA UTP.
OcHOBHBIE COBETHI 110 0€30IMaCHOCTH TBOEr0 HIPOBOI0 AKKAYHTA:

1. Ecou npyroii urpok BeAeT ceOs IUIOXO WM co3dacT Tebe HEMpUSATHOCTH,
3a0JIOKHPYH €ro B CIUCKE UTPOKOB;

2. Tloxanyiics agMHUHUCTpAaTOpaM WIPhl HA IUIOXO€ MOBEJAEHUE 3TOr0 HWIPOKA,

KCIIATCIIBHO IIPUJIOKHNTh KaKHMC-TO JOKA3aTCIILCTBA B BUAC CKPHUHOB,



3. He yxa3bIBaii TMUHYI0 HHPOpMaLIHIO B Tpodaiiiie urpsl;

4. YBaxall Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uIMaibHbIe TaTYU U MOJIBI;

6. Mcnonb3yii CIOXKHBIE U pa3HbIE MapoJiy;

7. Jlaxxe BO BpeMs UI'Pbl HE CTOUT OTKIIOYaTh aHTUBHUPYC. 11oka Tl urpaems, TBOM
KOMIIBIOTEp MOT'YT 3apa3uTh.

@OUIIMHI WIH KPAaKa JHYHBIX JAHHBIX

OObIYHOM Kpakeil AeHer M JOKYMEHTOB CETrOAHS YK€ HHUKOTO HE YAMBHUIIb, HO C
Pa3BUTHEM MHTEPHET-TEXHOJIOTUM 37T0YMBIIIUIEHHUKH EPEMECTHIINCH B HHTEPHET,
U TIPOJIOKAIOT 3aHUMAThCs "mMoOuMbIM" neoM. Tak mMosiBUIIACh HOBasi yrposa:
MHTEPHET-MOIICHHUYECTBA WM (UIIUHT, TJaBHas I€Jb KOTOPOTrO COCTOUT B
NOJIYYeHUH KOH(PUACHIMAIBHBIX JAHHBIX MOJIb30BaTeNIel - JIOTUHOB W MapoJieH.
Ha anrnumiickom s3bike phishing yutaercs kak ¢umuHr (ot fishing - pniOHas
JIoBJIAA, password - mapoJib).

OcHoBHBIE COBETHI 110 00pb0Ee C (PUIIMHTOM:

1. Cneaun 3a cBOMM akKayHTOM. Ecnu ThI mojo3peBaelib, YTO TBOS aHKeTa ObLia
B3JIOMaHa, TO HEOOXOIUMO 3a0JIOKUPOBATh €€ M COOOIIUTHh aAMUHHUCTPATOPaM
pecypca 00 3TOM Kak MOKHO CKOPEE;

2. Hcnonp3yit Oe3omacHble BeO-CaliThl, B TOM 4YHCIIE, WHTEPHET-MAarasuHOB U
MOMCKOBBIX CUCTEM;

3. Ucnonw3y#t croskHbIe U pa3HbIe mapoiau. TakuM o0pa3om, eciiv Te0s B3JIOMAIOT,
TO 3JIOYMBIIUICHHUKHU MOIyYaT TOCTYI TOJIBKO K OTHOMY TBOEMY MPOQIIIIO B CETH,
a HE KO BCEM;

4. Ecnu Te0s B31OMasid, TO HEOOXOAUMO NMPEAYNPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpbIE€ 100aBIEHbI y T€Os B APY3bsiX, O TOM, YTO T€Os B3JIOMalIU M, BO3MOXKHO,
OT TBOETO UMEHHU OYyZIeT PacChIIAThCS CIIaM U CCHUIKH Ha (DPUIITMHTOBBIC CAUTHI;

5. YcranoBu HanexHbli napons (PIN) Ha MoOunbHEI TenedoH;

6. OTKJII0YM COXpaHEeHHe NapoJis B Opaysepe;



7. He oTkpbIBail (ailibl U Apyrue BIOKEHHS B MHUCbMaX, Ja)K€ €CIM OHU MPUILIH
OT TBOMX Apy3eul. Jlyuiie yTOuHH y HUX, OTHPABISUIM JU OHU TeOe AT (pailibl.

HudpoBasa penvranus

[udposas penyranus - 3T0 HETaTUBHAs WIM MO3WTHUBHAs MHGOPMAIUS B CETH O
tebe. Kommpomerupyromas uHbopmalys, pa3MelleHHas B WHTEPHETE, MOXKET
CEepbEe3HBIM 00pa3oM OTpa3UThCs Ha TBOeH peanbHOW >ku3HM. "Lludposas
pernyTaiusa" - 9T0 TBOM UMUK, KOTOPBIM (opmupyercs u3 uHpopmanuu o Tede B
uHTepHeTe. TBOe MECTO JKHUTENbCTBA, Yy4ueObl, TBOE (PUHAHCOBOE IIOJIOKEHHE,
OCOOEHHOCTH XapakTepa U pacckasbl O OJU3KUX - BCE ITO HAKAIUIMBAETCS B CETH.
MHorue TOAPOCTKH JIETKOMBICIEHHO OTHOCSTCS K MYyOJMKalMU JIMYHOU
uHdopmanuu B MHTEpHETE, HE TTOHUMAs BO3MOXHBIX TOCHeACTBUN. Thl naxke HeE
CMOJKeEIlb JA0TafaThCcsi O TOM, 4To doTorpadus, pa3MelieHHas 5 JIeT Ha3ajl, cTaia
NPUYMHON OTKa3a MPUHATH TeOs Ha padoty. KommeHTapuu, pa3MemieHrue TBOUX
dotorpaduii u aApyrue nelcTBUS MOTYT HE UCUE3HYTh JaXKe T0CIe TOT0, KaK Thl UX
ynanuiib. Thl HE 3Haellb, KTO COXPAaHWJI 3Ty WH(GOpMAIMIO, Tolaja JId OHa B
MOMCKOBBIE CUCTEMbI M COXPAaHMJIACh JIU OHA, arjlaBHOE: YTO MOAYMAalOT O Tebe
OKpYXaIoIlKe JIIOU, KOTOpble HaWIyT U yBUAAT 3T0. HaliTn nudopmaiuio MHOTO
JIET CITYCTS CMOXKET JIF00OM - Kak U3 JOOPBIX MOOYKJICHUH, TaK U ¢ HAMEpPEHUEM
IPUYUHUTD BpeJl. ITO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 110 3aIUTEe HU(PPOBON penyTaunM:

1. [Togymaii, mpesxkie 4eM 4TO-TO MyOIMKOBATh U TIEpenaBaTh y ceds B 60re Win B
COIIMAJIbHOM CETH;

2. B nacTpoiikax npoduis yCTaHOBU OT'PaHHYEHHUS HA MPOCMOTP TBOETO MPOoduis
U €ro COJIEPKUMOTO0, clieJail ero ToJabKo "miist apy3eu";

3. He pa3memaii m He ykas3piBal WHGPOPMAIHIO, KOTOpas MOXET KOro-irbo
OCKOPOJIATh WIIH OOMKATh.

ABTOPCKOE MPABO

CoBpeMeHHbIE MIKOJIBHUKHU - aKTUBHBIE MOJb30BaTEIN U(POBOrO0 MPOCTPAHCTRA.
OnHako [ajeKko HE BCE 3HAKOT, YTO I0JIb30BAHUE MHOTMMH BO3MOXHOCTSIMU

uudpoBoro mupa TpeOyeT COONIOJIEHHS] TMpaB HAa  MHTEIUICKTYaJbHYIO



coOCTBEHHOCTh. TepMHH "MHTEIIEKTyajbHasi COOCTBEHHOCTb' OTHOCUTCS K
pa3IUYHBIM TBOPEHHUSAM YEJIOBEYECKOTO YMa, HAuWHAas C HOBBIX HM300pETEHUU U
3HAKOB, 0003HAYAIOIIMX COOCTBEHHOCTh HA MPOAYKTHI U YCIYrHM, U 3aKaHUMBas
KHUraMu, ¢otorpadusiMu, KUHOPUIbBMAMU U MY3bIKAIbHBIMUA MHPOU3BEACHUSIMHU.
ABTOpCcKME TpaBa - 3TO INpaBa Ha MHTEIUIEKTYaJlbHYI0 COOCTBEHHOCTh Ha
MPOU3BEACHUS HAyKH, JIUTEPATypbl U UCKYCCTBA. ABTOPCKHE MpaBa BHICTYNAIOT B
KayecTBE TapaHTUU TOTO, YTO WHTEJUIEKTYaJbHBIN/TBOPUECKHU TPyl aBTOpa HE
OyJIeT HampacHbIM, JacT €My CIpaBeaJMBble BO3MOXXHOCTHM 3apaboTaTh Ha
pe3ysbTaTax CBOEr0 TpyJa, MOJYyYUTh HM3BECTHOCTh W mNpusHaHue. Huxrto 6e3
pa3pelIeHus aBTOpa HE  MOXET BOCIPOM3BOJIUTH €ro  MPOU3BEICHUE,
pacnpocTpaHsaTh, MNYOIMYHO JEMOHCTPUPOBATh, NPOJaBaTh, HMIIOPTUPOBATH,
NycKaTh B MPOKAT, MyOJWYHO HMCHOJHATH, MOKA3bIBATH/UCIONHATh B ddUpE WIH
pasmemiate B MHTepHere. Hcmonb3oBaHue "MHUpaTcKoro" MporpaMMHOIO
o0ecrieyeHus: MOKET NMPUBECTH K MHOTMM PUCKaM: OT NMOTEPH JIaHHBIX K TBOUM
aKKayHTaM 10 OJIOKUPOBKM TBOETO YCTPOMCTBA, IJl€ YCTAHOBJEHA HeJerajbHas
nporpamma. He cTouT Takke 3a0bIBaTh, YTO CYLIECTBYIOT JI€TaJbHbIE MU
OecriaTHbIE IPOTPaMMbl, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJje

CereBu4oK.pd - TBOH TIJIaBHBIM COBETYMK B CETU. 371€Ch Thl MOXEIIb Yy3HATh O
0€30MacCHOCTH B CETH MOHSATHBIM U JIOCTYIHBIM SI3bIKOM, @ MPU BO3HUKHOBEHUH
KPUTHYECKON CHUTyalluu OOpaTUTHCS 3a COBETOM. A TaKKe NPUHATH Y4acTHE B

KOHKYpCaXx U CTaTh CaMbIM ITU(GPOBBIM I'PakIaHUHOM !



